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Network Security Cybersecurity

Course Overview
This course introduces the core security concepts and 
skills needed to configure and 
troubleshoot computer networks and help ensure 
the integrity of devices and data.

Benefits
Gain practical, hands-on skills to design, implement, 
and manage network security systems and ensure 
their integrity.

Prepare for Careers
✓ Build expertise in network security and data 

protection

✓ Develop skills for entry-level network security 
specialist roles

✓ Gain industry in-demand skills aligned with the 
National Institute for Standards and Technology 
(NIST) Cybersecurity Framework

Quick Links  

Requirements & Resources
• ASC Alignment Required: Yes

• Instructor Training Required: Yes

• Physical Equipment Required: Yes 

• Discount Availability: Not Applicable

Target Audience: 2-year and 4-year college students 
in Networking or Engineering programs

Estimated Time to Completion: 70 hours

Recommended Preparation: Basic understanding of 
computer networks (CCNA: Introduction to Networks 
and CCNA: Switching, Routing, and Wireless 
Essentials, or equivalent)

Course Delivery: Instructor-led

Learning Component Highlights:
✓ 22 modules and 23 practice labs
✓ 22 Cisco Packet Tracer activities
✓ 87+ interactive activities, videos, and quizzes
✓ 1 final exam

Course Recognitions: Certificate of Completion, 
Letter of Merit, Digital Badge

Recommended Next Course: 
CyberOps Associate, IoT Security

Course Details

Hands-on practice with 
Cisco Packet TracerCourse Page Course Demos

(Available for select courses)
List of All Courses
(Includes language availability)


